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Chaeter 2: Securing and Troubleshooting Windows Vista

TRUE/FALSE

1. An elevated command prompt can only be attained by an administrator after he or she has responded
to a UAC box.

ANS: T PTS: 1 REF: 70
2. There is no way to disable the UAC box.
ANS: F PTS: 1 REF:. 72
3. Using Internet Explorer 7, you can temporarily disable all add-ons.
ANS: T PTS: 1 REF. 81
4. All users can access any folder created under the root directory of a drive.
ANS: T PTS: 1 REF: 90
5. Fixing a software problem is much more important than saving user data.

ANS: F PTS: 1 REF: 98

MULTIPLE CHOICE

1. Based on the trustworthiness of a process, as determined by how, when, or where the process was

started, assigns one of four integrity levels to the process.
a. Windows Defender c. BitLocker Drive Encryption
b. Mandatory Integrity Control d. User Account Control
ANS: B PTS: 1 REF. 71
2. Whenever someone logged on as an administrator attempts to launch a process that requires
administrative privilege, the box appears.
a. MiIC c. RE
b. EFS d. UAC
ANS: D PTS: 1 REF: 71
3. Ifastandard user attempts to launch a process that requires administrative privileges, the box
appears.
a. MiIC c. RE
b. EFS d. UAC
ANS: D PTS: 1 REF: 71
4. Windows Vista has two levels of command prompt windows: a standard window and a(n)
window.
a. elevated C. server

b. command d. admin
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13.

ANS: A PTS: 1 REF: 73

By default, automatically downloads updates and then scans your system every day at 2:00AM.
a. Windows Firewall c.  Windows Defender
b. Mandatory Integrity Control d. BitLocker Drive Encryption
ANS: C PTS: 1 REF: 76
Internet Explorer runs in Mode to help prevent malware from secretly installing itself in the
system.
a. Invisible c. Restricted
b. Protected d. Defended
ANS: B PTS: 1 REF: 81
In Internet Explorer 7, you can use and manage the phishing filter using the menu.
a. Help c. Tools
b. File d. Edit
ANS: C PTS: 1 REF: 83
For BitLocker to work, the hard drive must have two )
a. partitions c. hard drives
b. operating systems d. USB flash drives
ANS: A PTS: 1 REF: 85
When users on a single computer want to share files, the simplest way is to use the folder.
a. Public c. Protected
b. Sharing d. Network
ANS: A PTS: 1 REF:. 87
The utility collects data about the system and reports that data to you in ways that can help you
zero in on a problem’s source.
a. Problem Reports and Solutions c. Task Manager
b. Data Reporting d. Data Collector Set
ANS: D PTS: 1 REF: 96
is used to view currently running processes and to stop them.
a. System Configuration Utility c. Windows Defender
b. Windows Firewall d. Task Manager
ANS: D PTS: 1 REF: 99
Use to examine, remove, and disable startup programs and currently running programs.
a. System Configuration Utility ¢. Windows Defender
b. Software Explorer d. Windows Firewall
ANS: B PTS: 1 REF: 99
In Control Panel, select Programs and then select to uninstall, change, and repair programs
installed on the system.
a. Programs and Features ¢. System Configuration Utility

b. Task Manager d. Software Explorer
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ANS: A PTS: 1 REF: 99

The file is structured the same as a registry file and contains configuration information about
how Vista is started.
a. Windows Boot Manager (BootMgr) ¢. Windows Boot Loader (WinLoad)
b. Vista Boot Configuration Data (BCD) d. Ntldr
ANS: B PTS: 1 REF: 100
launches Userinit.exe and the Windows desktop (Explorer.exe).
a. Winlogon.exe ¢. Userinit.exe
b. Smss.exe d. Ntoskrnl.exe
ANS: A PTS: 1 REF: 103
Windows is an operating system launched from the Vista DVD that provides both a graphical
and command line interface.
a. ME c. XP
b. MIC d. RE
ANS: D PTS: 1 REF: 108
The tool can automatically fix many Windows problems, including those caused by a corrupted
BCD file and missing system files.
a. Windows Memory Diagnostic c. Startup Repair
b. System Repair d. System Restore
ANS: C PTS: 1 REF: 110
When you hold down the key during logon, certain startup programs are not launched.
a. Shift c. Ctrl
b. Alt d. Tab
ANS: A PTS: 1 REF. 114
Any problems that occur before the progress bar appears are most likely related to corrupt or missing

system files or .

a. drivers c. applications

b. kernels d. hardware

ANS: D PTS: 1 REF: 114

Press during the boot to launch the Advanced Boot Options menu.
a. Fl c. F5

b. F2 d F8

ANS: D PTS: 1 REF: 115

Problems that occur after the user logs onto Windows are caused by or services configured to
launch at startup.

a. drivers c. applications

b. kernels d. hardware

ANS: C PTS: 1 REF: 118

COMPLETION



At the access level, a process can install files in the Program Files folder and
write to areas of the registry that affect the entire system.

ANS: high-integrity
PTS: 1 REF: 71

The profile uses the least level of security and is used when Vista’s Windows
Firewall recognizes the computer is logged onto a domain.

ANS: domain
PTS: 1 REF: 74

continually monitors a computer and notifies the user when a process is
attempting to make changes to the system or install itself.

ANS: Windows Defender

PTS: 1 REF. 76

4. You can share folders in your user profile; such sharing is called sharing.
ANS: profile
PTS: 1 REF: 88

5. When you see the Microsoft progress bar appear, you know the Windows kernel, including all critical
services and , has loaded.
ANS: drivers
PTS: 1 REF. 114

MATCHING

©oo NN

Match each item with a statement below.

a. System Configuration Utility f.  Recovery Environment

b. Reliability Monitor g. Windows Defender

c. Csrss.exe h. Problem Reports and Solutions
d. UAC box i. Task Manager

e. Winlogon.exe

Requires that an administrator confirm the action before software can be installed.
Notifies the user when a process attempts to install itself or add a process to startup.
Maintains a history of problems and solutions that you can view and use.

Can be used to find out how long a problem has existed and about related problems.

Can be used to examine and temporarily disable processes configured to launch at startup.
Used when an application hangs and you need to end it.

An operating system launched from the Vista DVD.

Win32 subsystem component that interacts with applications.

Launches Userinit.exe and the Windows desktop (Explorer.exe).



1. ANS: D PTS: 1 REF: 70
2. ANS: G PTS: 1 REF: 70
3. ANS: H PTS: 1 REF: 93
4. ANS: B PTS: 1 REF: 98
5. ANS: A PTS: 1 REF: 99
6. ANS: | PTS: 1 REF: 99
7. ANS: F PTS: 1 REF: 108
8. ANS: C PTS: 1 REF: 103
9. ANS: E PTS: 1 REF: 103
SHORT ANSWER

1. How do you get an elevated command prompt window?

ANS:

To get an elevated command prompt window, click Start, All Programs, Accessories, and right-click
Command Prompt. Then select Run as administrator from the shortcut window and respond to the
UAC box.

PTS: 1 REF: 73
2. What is the difference between the private profile and the public profile as used by Windows Firewall?

ANS:

The private profile offers more security than a domain profile and is used when the computer is not
logged onto a domain and all active networks (wired and wireless, including Bluetooth) are configured
as private networks. The public profile offers the most security and is used when the firewall
recognizes the computer is connected to a public network.

PTS: 1 REF: 74
3. How do you access the Windows Firewall with Advanced Security console?

ANS:

From Control Panel, click System and Maintenance and then click Administrative Tools. In the
Administrative Tools window, double-click Windows Firewall with Advanced Security and respond to
the UAC box.

PTS: 1 REF. 75
4. Discuss the three ways in which the phishing filter in Internet Explorer 7 works.

ANS:

The phishing filter works in three ways:

1) It compares the current Web site to a list of trusted sites stored on this computer.

2) It checks the current site for characteristics that indicate it is a phishing site.

3) It compares the site against an online database kept by Microsoft of known phishing sites.

PTS: 1 REF: 83



10.

Explain how BitLocker Encryption works with the TPM (Trusted Platform Module) chip to provide
computer authentication.

ANS:

Many notebook computers have a chip on the motherboard called the TPM (Trusted Platform Module)
chip. BitLocker is designed to work with this chip; the chip holds the BitLocker encryption key (also
called the startup key). If the hard drive is stolen from the notebook and installed in another computer,
the data would be safe because BitLocker would not allow access without the startup key stored on the
TPM chip. Therefore, this method authenticates the computer.

PTS: 1 REF: 84
List the conditions under which a drive encrypted by BitLocker can lock down.

ANS:

A drive encrypted by BitLocker can lock down if boot files are changed, BIOS is modified, TPM is
disabled or cleared, you attempt to boot without a startup key, or the drive is moved to another
computer.

PTS: 1 REF: 86

How do you access the Reliability Monitor tool?

ANS:

Click Start, right-click Computer, select Manage from the shortcut menu, and respond to the UAC box.
The Computer Management console opens. Under System Tools, expand Reliability and Performance
and then expand Monitoring Tools. Click Reliability Monitor. The Reliability Monitor pane opens.
PTS: 1 REF: 92

What is the preferred method of editing the BCD file?

ANS:

In the System Properties box, under Startup and Recovery, click Settings. The Startup and Recovery
dialog box opens. This method is the preferred method of editing the BCD file.

PTS: 1 REF: 112

What do you know about the startup process if the Microsoft progress bar appears during the boot?
ANS:

When you see the Microsoft progress bar appear during the boot, you know the Windows kernel has
loaded successfully, critical drivers and services configured to be started by the kernel are running, and

the Session Manager (Smss.exe) running in user mode has started the Win32 subsystem necessary to
provide the graphics of the progress bar.

PTS: 1 REF: 116
What are the three ways in which programs can be set to launch at startup?
ANS:

Programs can be set to launch at startup by placing their shortcuts in startup folders, by Group Policy,
or by software installation processes.



PTS: 1 REF: 118



