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Command Syntax Conventions

The conventions used to present command syntax in this book are the same conventions used in the
I0S Command Reference. The Command Reference describes these conventions as follows:

= Boldface indicates commands and keywords that are entered literally as shown. In actual con-
figuration examples and output (not general command syntax), boldface indicates commands
that are manually input by the user (such as a show command).

m  Jtalics indicate arguments for which you supply actual values.

m  Vertical bars () separate alternative, mutually exclusive elements.
m  Square brackets [ ] indicate optional elements.

m  Braces { } indicate a required choice.

m  Braces within brackets [{ }] indicate a required choice within an optional element.
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Introduction

The Cisco Networking Academy is a comprehensive e-learning program that provides students with
Internet technology skills. A Networking Academy delivers web-based content, online assessment,
student performance tracking, and hands-on labs to prepare students for industry-standard certifica-
tions. The CCNA curriculum includes four courses oriented around the topics on the Cisco Certified
Network Associate (CCNA) certification.

LAN Switching and Wireless, CCNA Exploration Labs and Study Guide is a supplement to your class-
room and laboratory experience with the Cisco Networking Academy. In order to be successful on the
exam and achieve your CCNA certification, you should do everything in your power to arm yourself
with a variety of tools and training materials to support your learning efforts. This Labs and Study
Guide is just such a collection of tools. Used to its fullest extent, it will help you gain the knowledge
and practice the skills associated with the content area of the CCNA Exploration LAN Switching and
Wireless course. Specifically, this book will help you work on these main areas:

m [ AN design principles and concepts

m  Ethernet operation with switches

m  Basic switch configuration and security

= VLAN concepts and configuration

m VTP concepts and configuration

m  STP, RSTP, and rapid PVST+ concepts and configuration

m  Inter-VLAN routing concepts and configuration

m [ AN wireless concepts and security issues

m L AN wireless configuration using Linksys WRT300N routers
m  Troubleshooting LAN switching and wireless configurations

Labs and Study Guides similar to this one are also available for the other three courses: Network
Fundamentals, CCNA Exploration Labs and Study Guide, Routing Protocols and Concepts, CCNA
Exploration Labs and Study Guide, and Accessing the WAN, CCNA Exploration Labs and Study
Guide.

Audience for This Book

This book’s main audience is anyone taking the CCNA Exploration LAN Switching and Wireless
course of the Cisco Networking Academy curriculum. Many Academies use this book as a required
tool in the course, while other Academies recommend the Labs and Study Guides as an additional
source of study and practice materials.

The secondary audiences for this book include people taking CCNA-related classes from professional
training organizations. This book can also be used for college- and university-level networking courses,
as well as anyone wanting to gain a detailed understanding of basic switching and wireless technologies.
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Packet Tracer
O Activity

Goals and Methods

The most important goal of this book is to help you pass the CCNA exam (640-802). Passing this
foundation exam means that you not only have the required knowledge of the technologies covered by
the exam, but that you can plan, design, implement, operate, and troubleshoot these technologies. In
other words, these exams are rigorously application based. You can view the exam topics any time at
http://www.cisco.com/go/certifications. The topics are divided into eight categories:

m  Describe how a network works
m  Configure, verify, and troubleshoot a switch with VLANs and inter-switch communications

= Implement an IP addressing scheme and IP services to meet network requirements in a
medium-sized enterprise branch office network

m  Configure, verify, and troubleshoot basic router operation and routing on Cisco devices
m  Explain and select the appropriate administrative tasks required for a WLAN
= Identify security threats to a network and describe general methods to mitigate those threats

= Implement, verify, and troubleshoot NAT and ACLs in a medium-sized enterprise branch office
network

= Implement and verify WAN links
The LAN Switching and Wireless course focuses on the second, fifth, and sixth bullets.

The Study Guide portion of each chapter offers exercises that help you learn the LAN switching and
wireless concepts as well as the configurations crucial to your success as a CCNA exam candidate.
Each chapter is slightly different and includes some or all of the following types of exercises:

m  Vocabulary matching and completion
m  Skill-building activities and scenarios
= Configuration scenarios

= Concept questions

m Internet research

In the configuration chapters, you’ll find many Packet Tracer Activities that work with the Cisco
Packet Tracer tool. Packet Tracer allows you to create networks, visualize how packets flow in the net-
work, and use basic testing tools to determine whether the network would work. When you see this
icon, you can use Packet Tracer with the listed file to perform a task suggested in this book. The activ-
ity files are available in this book’s CD-ROM; Packet Tracer software, however, is available through
the Academy Connection website. Ask your instructor for access to Packet Tracer.

The Labs and Activities portion of each chapter includes a Command Reference table, all the online
Curriculum Labs, and a Packet Tracer Skills Integration Challenge Activity. The Curriculum Labs are
divided into three categories:

m  Basic: The Basic Labs are procedural in nature and assume you have no experience configuring
the technologies that are the topic of the lab.

= Challenge: The Challenge Labs are implementation in nature and assume you have a firm
enough grasp on the technologies to “go it alone.” These labs often only give you a general
requirement that you must implement fully without the details of each small step. In other
words, you must use the knowledge and skills you gained in the chapter text, activities, and
Basic Lab to successfully complete the Challenge Labs. Avoid the temptation to work through
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the Challenge Lab by flipping back through the Basic Lab when you are not sure of a com-
mand. Do not try to short-circuit your CCNA training. You need a deep understanding CCNA
knowledge and skills to ultimately be successful on the CCNA exam.

= Troubleshooting: The Troubleshooting Labs will ask you to fix a broken network. These labs
include corrupted scripts you purposefully load onto the routers. Then you use troubleshooting
techniques to isolate problems and implement a solution. By the end of the lab, you should
have a functional network with full end-to-end connectivity.

Most of the hands-on labs include Packet Tracer Companion Activities where you can use Packet
Tracer to complete a simulation of the lab.

Each chapter also includes a culminating activity called the Packet Tracer Skills Integration
Challenge. These activities require you to pull together several skills learned from the chapter—
and from previous chapters and courses—to successfully complete one comprehensive exercise.

A Word About Packet Tracer

Packet Tracer is a self-paced, visual, interactive teaching and learning tool developed by Cisco. Lab
activities are an important part of networking education. However, lab equipment can be a scarce
resource. Packet Tracer provides a visual simulation of equipment and network processes to offset the
challenge of limited equipment. Students can spend as much time as they like completing standard lab
exercises through Packet Tracer, and have the option to work from home. Although Packet Tracer is
not a substitute for real equipment, it allows students to practice using a command-line interface. This
“e-doing” capability is a fundamental component of learning how to configure routers and switches
from the command line.

Packet Tracer v4.x is available only to Cisco Networking Academies through the Academy
Connection website.

How This Book Is Organized

Because the content of LAN Switching and Wireless, CCNA Exploration Companion Guide and the
online curriculum is sequential, you should work through this Labs and Study Guide in order begin-
ning with Chapter 1.

The book covers the major topic headings in the same sequence as the online curriculum for the
CCNA Exploration LAN Switching and Wireless course. This book has seven chapters, with the same
numbers and names as the online course chapters.

If necessary, a chapter uses a single topology for the exercises in the Study Guide portion. The single
topology per chapter allows for better continuity and easier understanding of switching commands,
operations, and outputs. However, the topology is different from the one used in the online curriculum
and the Companion Guide. A different topology affords you the opportunity to practice your knowl-
edge and skills without just simply recording the information you find in the text.

m  Chapter 1, “LAN Design”: The exercises in the Study Guide portion focus on LAN design
concepts, including vocabulary and the three-layer hierarchical model. The Labs and Activities
portion includes a Basic Lab, a Challenge Lab, a Troubleshooting Lab, and a Packet Tracer
Skills Integration Challenge activity.

= Chapter 2, “Basic Switch Concepts and Configuration”: The exercises in the Study Guide
portion help you understand basic Ethernet and switching concepts, including building the
MAC address table and collision and broadcast domains. Then, the Packet Tracer exercises



xx LAN Switching and Wireless, CCNA Exploration Labs and Study Guide

Packet Tracer
O Activity

Packet Tracer
[J companion

Packet Tracer
[ challenge

cover, in detail, how to configure a switch, including basic switch management and configuring
switch security. The Labs and Activities portion includes two Basic Labs, a Challenge Lab, and
a Packet Tracer Skills Integration Challenge activity.

m  Chapter 3, “VLANSs”: The exercises in the Study Guide portion focus on the concepts of
VLAN:S, including benefits of VLANs and types of VLANS. The exercises then cover VLAN
trunking concepts before moving into a section devoted to a VLAN and trunk configuration
Packet Tracer exercise. The Labs and Activities portion includes a Basic Lab, a Challenge Lab,
a Troubleshooting Lab, and a Packet Tracer Skills Integration Challenge activity.

m  Chapter 4, “VTP”: The exercises in the Study Guide portion are devoted to VTP concepts and
configuration, including vocabulary, VTP modes, an Internet research exercise, and a VTP
Packet Tracer exercise. The Labs and Activities portion includes a Basic Lab, a Challenge Lab,
a Troubleshooting Lab, and a Packet Tracer Skills Integration Challenge activity.

m  Chapter 5, “STP”: The exercises in the Study Guide portion focus on the concept of redun-
dant LAN topologies, using STP and its variants to stop loops, and the commands to manipu-
late root bridge elections. The Labs and Activities portion of the chapter includes a Basic Lab, a
Challenge Lab, a Troubleshooting Lab, and a Packet Tracer Skills Integration Challenge activity.

m  Chapter 6, “Inter-VLAN Routing”: This short chapter focuses on how to configure inter-
VLAN routing, including two Packet Tracer exercises. The Labs and Activities portion includes
a Basic Lab, a Challenge Lab, a Troubleshooting Lab, and a Packet Tracer Skills Integration
Challenge activity.

= Chapter 7, “Basic Wireless Concepts and Configuration’: The exercises in the Study Guide
portion begin with wireless LAN concepts, including standards, operation, and security. The
exercises then cover wireless configuration for LAN access using a Linksys WRT300N, includ-
ing a Packet Tracer exercise. The Labs and Activities portion of the chapter includes a Basic
Lab, a Challenge Lab, a Troubleshooting Lab, and a Packet Tracer Skills Integration Challenge
activity.

About the CD-ROM

The CD-ROM included with this book has all the Packet Tracer Activity, Packet Tracer Companion,
and Packet Tracer Challenge files that are referenced throughout the book, indicated by the Packet
Tracer Activity, Packet Tracer Companion, and Packet Tracer Challenge icons.

Updates to these files can be obtained from the website for this book at
http://www.ciscopress.com/title/1587132028. The files will be updated to cover any subsequent releas-
es of Packet Tracer.

About the Cisco Press Website for This Book

Cisco Press may provide additional content that can be accessed by registering your individual book at
the Ciscopress.com website. Becoming a member and registering is free, and you then gain access to
exclusive deals on other resources from Cisco Press.

To register this book, go to www.ciscopress.com/bookstore/register.asp and log into your account or
create a free account if you do not have one already. Then enter the ISBN located on the back cover of
this book.

After you register the book, it will appear on your Account page under Registered Products and you
can access any online material from there.



CHAPTER 1

LAN Design

A properly designed LAN is a fundamental requirement for doing business. You must understand what a well-
designed LAN is and be able to select appropriate devices to support the network specifications of a small or
medium-sized business.

The Study Guide portion of this chapter uses a combination of matching, fill-in-the-blank, and open-ended
question exercises to test your knowledge of LAN design.

The Labs and Activities portion of this chapter includes all the online curriculum labs and Packet Tracer activi-
ties to help you review information and skills you learned in the first course, Exploration Network
Fundamentals.

As you work through this chapter, use Chapter 1 in LAN Switching and Wireless, CCNA Exploration
Companion Guide or use the corresponding Chapter 1 in the Exploration LAN Switching and Wireless online
curriculum for assistance.
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Study Guide

Switched LAN Architecture

Compared to other network designs, a hierarchical network is easier to manage and expand, and problems are solved
more quickly. Each layer provides specific functions that define its role within the overall network. By separating the
various functions that exist on a network, not only is the network more manageable, but the network design becomes
modular, which facilitates scalability and performance.

Vocabulary Exercise: Matching

Match the definition on the left with a term on the right. All definitions and terms are used exactly one time.

Definitions Terms
a. Classifying and prioritizing traffic based on type c_ access layer
of data. f business goals
b. Allow you to segment the traffic on a switch into d collapsed core
separate subnetworks.
m_ convergence
c. Controls which end devices are allowed to com-
. e core layer
municate on the network.
d. Distribution layer and core layer are combined L distribution layer
into one layer. h EtherChannel
e. High-speed backbone of the internetwork capable i manageability
of forwarding large amounts of data quickly. i performance
f. Determine the design requirements for a network. g port security
g. Access layer switches can be configured with this a_ Quality of Service (QoS)
option to provide control over which devices are k redundancy
allowed to connect to the network. e
) ' ' ‘ n_ scalability
h. Cisco proprietary link aggregation technology. b VLANs
i. Properly designed hierarchical networks can
achieve near wire speed between all devices.
j- Consistency between the switches at each layer
allows for rapid recovery and simplified trou-
bleshooting.
k. Dramatically increases availability.
I. Controls the flow of network traffic using policies
and delineates broadcast domains by performing
routing functions between virtual LANs
(VLANS).
m. The process of combining voice and video com-
munications on a data network.
n. The modularity of the hierarchical design facili-

tates ease of network expansion.
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Vocabulary Exercise: Completion
Complete the paragraphs that follow by filling in the appropriate words and phrases.
The Hierarchical Network Model

The typical hierarchical design model is broken up into three layers: access, distribution, and core.
Draw an example of a three-layer hierarchical network design in the blank space provided in Figure 1-1.

Figure 1-1 Three-Layer Hierarchical Network Example (answer)

DISTRIBUTION

ACCESS

Instructor Note: The example used in the answer key is straight from LAN Switching and Wireless, CCNA
Exploration Companion Guide. The student does not have to draw this exact topology. However, all three layers
should be adequately represented.

The main purpose of the access layer is to provide a means of connecting devices to the network and
controlling which devices are allowed to communicate on the network.

The distribution layer aggregates the data received from the access layer switches before it is transmit-
ted to the core layer for routing to its final destination. The distribution layer controls the flow of net-
work traffic using policies and delineates broadcast domains by performing routing functions between
VLANS defined at the access layer.

The core layer is critical for interconnectivity between distribution layer devices. It can also connect to
Internet resources.

There are many benefits associated with hierarchical network designs:

m  Scalability: The modularity of the design allows you to replicate design elements as the net-
work grows. Because each instance of the module is consistent, expansion is easy to plan and
implement.

m  Redundancy: Access layer switches are connected to two different distribution layer switches.
Distribution layer switches are connected to two or more core layer switches to ensure path
availability if a core switch fails.
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m  Performance: Data is sent through aggregated switch port links from the access layer to the
distribution layer at near wire speed in most cases.

m  Security: You have the flexibility to use more advanced policies at the distribution layer. You
may apply access control policies that define which communication protocols are deployed on
your network and where they are permitted to go.

= Manageability: Each layer of the hierarchical design performs specific functions that are con-
sistent throughout that layer. Consistency between the switches at each layer allows for rapid
recovery and simplified troubleshooting.

m  Maintainability: Because hierarchical networks are modular in nature and scale very easily,
they are easy to maintain.

Principles of Hierarchical Network Design

When designing a hierarchical network topology, consider the network diameter, which is the number
of devices that a packet has to cross before it reaches its destination. Keeping the network diameter
low ensures low and predictable latency between devices.

Each layer in the hierarchical network model is a possible candidate for bandwidth aggregation, which
allows multiple switch port links to be combined so as to achieve higher throughput between switches.

Redundancy can be provided in a number of ways, including by doubling up the network connections
between devices or doubling the devices themselves.

Design requirements, such as the level of performance or redundancy necessary, are determined by the
business goals of the organization.

What Is a Converged Network?

Convergence is the process of combining voice and video communications on a data network.
Converged networks have existed for a while now, but were only feasible in large enterprise organiza-
tions because of the high network costs. Converged networks also required extensive management in
relation to Quality of Service (QoS), because voice and video data traffic needed to be classified and
prioritized on the network. Few individuals had the expertise in voice, video, and data networks to
make convergence feasible and functional. In addition, legacy equipment hinders the process of mov-
ing toward a converged network.

What are two benefits to implementing a converged network as opposed to implementing three sepa-
rate networks?

One network to manage

Lower costs

Converged networks give you options that had not existed previously. There is no need for an expen-
sive handset phone or videoconferencing equipment. You can accomplish the same function using spe-
cial software integrated with a personal computer. With the addition of inexpensive webcams, video-
conferencing can be added to a softphone.

Three-Layer Hierarchical Model Exercise

For each of the following figures, indicate whether the scenario is an access layer function, distribu-
tion layer function, or core layer function.
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Figure 1-2  Scenario 1
New York San Jose
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In Figure 1-2, the core layer is responsible for connecting New York and San Jose across a T1 link.

Figure 1-3  Scenario 2
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|
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In Figure 1-3, the access layer is using 2900 series switches to connect end users to the network.

Figure 1-4  Scenario 3

Multilayer
Switches |

e P e
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I T

In Figure 1-4, the distribution layer is using multilayer switches for inter-VLAN routing.

Figure 1-5  Scenario 4

Multilayer
Switches

In Figure 1-5, the core layer is using multilayer switches between remote sites across a WAN link for

fast switching and no packet manipulation.
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Figure 1-6  Scenario 5

Multilayer
Switches

In Figure 1-6, the distribution layer is using multilayer switches to summarize OSPF routes.

Matching Switches to Specific LAN Functions

Selecting switches for each of the layers of the hierarchical design requires knowing details about traf-
fic flows, the user community demands, data storage needs, and server availability.

Vocabulary Exercise: Matching

Match the definition on the left with a term on the right. All definitions and terms are used exactly one time.

Definitions

a. A graphical representation of a network
infrastructure.

b. Cannot add hardware features or options
beyond those that originally came with
the switch.

c. Allow installation of different line cards.

d. A process of measuring the bandwidth
usage on a network and analyzing the
data for the purpose of performance tun-
ing, capacity planning, and making hard-
ware improvement decisions.

e. Reduces bottlenecks of traffic by allowing

up to eight switch ports to be bound
together for data communications.

f. The number of ports available on a single
switch.

g. Uses the network cable to deliver electric-
ity to devices.

h. Generated between data storage devices
on the network.

i. Interconnected using a special backplane
cable.

j-

Typically traverses multiple switches to
reach its destination.

Defines the capabilities of a switch by
classifying how much data the switch can
process per second.

. Also known as Layer 3 switches.

A process of identifying various groups
and their impact on network performance.

client-server traffic

fixed configuration switches
forwarding rates

link aggregation

modular switches
multilayer switches

port density

Power over Ethernet (PoE)
server-server traffic
stackable switches
topology diagram

traffic flow analysis

user community analysis
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Layer Features of the Hierarchical Model Exercise

Check the appropriate column in Table 1-1 to identify which feature belongs to each layer. Some fea-
tures may belong to more than one layer.

Table 1-1 Features at Each Layer of the Hierarchical Model

Feature Access Distribution Core
Bandwidth aggregation X X X
Fast Ethernet/Gigabit Ethernet X

Gigabit Ethernet/10-Gigabit Ethernet X X
High forwarding rate X

Very high forwarding rate X
Layer 3 support X X
Port security X

Power over Ethernet (PoE) X

Quality of Service (QoS) X X X
Redundant components X X
Security policies/access control lists X

VLANSs X
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Labs and Activities

Command Reference

The labs for this first chapter review the configuration skills you acquired in previous courses. In
Table 1-2, record the command, including the correct prompt, that fits the description. Fill in any
blanks with the appropriate missing information.

Table 1-2 Commands for Basic Router Configuration

Command Description

Router>enable Switches from user EXEC mode to privileged EXEC
mode

Router#disable Switches back from privileged EXEC mode to user

EXEC mode

Router#configure terminal

Moves into global configuration mode

Router(config)#hostname CISCO

Names the router CISCO

Router(config)#enable secret class

Sets the enable password to class and encrypts it

Router(config)#banner motd
#Authorized Access Only#

Configures a message-of-the-day banner that uses # as
the delimiting character and displays the following when
users attempt to log in: Authorized Access Only

Router(config)#line console

Enters console line configuration mode

Router(config-line)#password cisco

Sets the console password to cisco

Router(config-line)#login

Enables password checking when users log in

Router(config)#line vty 0 4

Enters line configuration mode for five Telnet lines

Router(config)#interface fa 0/0

Enters interface configuration mode for Fa0/0

Router(config-if)#ip addres
192.168.1.1 255.255.255.0

Sets an interface address as 192.168.1.1/24

Router(config-if)#description
Link to ISP

Configures an interface with the text Link to ISP, which
is used to describe the purpose of the link

Router(config-if)#no shutdown

Activates an interface

Router#copy running-config
startup-config

Saves the current configuration to NVRAM

Router#show running-config

Displays the current configuration in RAM

Router#show startup-config

Displays the configuration saved in NVRAM

Router>ping 192.168.1.1
or
Router#ping 192.168.1.1

Tests end-to-end connectivity with a remote destination
at 192.168.1.1
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Command Description
Router>telnet 192.168.1.1 Begins a remote management session on a device at
or 192.168.1.1

Router#telnet 192.168.1.1

Lab 1-1: Review of Concepts from Exploration 1
(1.3.1)
Learning Objectives
Upon completion of this lab, you will be able to
m  Create a logical topology given network requirements
m  Create subnets to meet host requirements
m  Configure the physical topology
m  Configure the logical topology
m  Verify network connectivity
m  Configure and verify passwords

Scenario

In this lab, you will design and configure a small routed network and verify connectivity across multi-

ple network devices. This requires creating and assigning two subnetwork blocks, connecting hosts

and network devices, and configuring host computers and one Cisco router for basic network connec-

tivity. Switch1 has a default configuration and does not require additional configuration. You will use

common commands to test and document the network. The zero subnet is used.

Figure 1-7 shows the topology diagram for this lab.

Figure 1-7 Topology Diagram for Lab 1-1

Subnet A Subnet B
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Task 1: Design a Logical LAN Topology

Step 1.  Design an IP addressing scheme.
Given the IP address block of 192.168.7.0/24, design an IP addressing scheme that satis-
fies the following requirements:
= Subnet A has 110 hosts.
m  Subnet B has 54 hosts.
m  Subnet zero is used.
m  Create the smallest possible subnets that satisfy the requirements for hosts.
= Complete the calculations for Subnet A in Table 1-3.
m  Complete the calculations for Subnet B in Table 1-4.
= No subnet calculators may be used.
Table 1-3 Subnet Calculations for Subnet A
Subnet Specification Calculation
Number of bits in the subnet 1

IP mask (binary)

11111111, 11111111, 11111111.10000000

New IP mask (decimal)

255.255.255.128

Maximum number of usable subnets 2
(including the O subnet)

Number of usable hosts per subnet 126

IP subnetwork address 192.168.7.0
First IP host address 192.168.7.1

Last IP host address 192.168.7.126
Table 1-4 Subnet Calculations for Subnet B

Subnet Specification Calculation
Number of bits in the subnet 2

IP mask (binary)

IT11111L. 11111111, 11111111.11000000

New IP mask (decimal)

255.255.255.192

Maximum number of usable subnets 2
(including the O subnet)
Number of usable hosts per subnet 62

IP network address

192.168.7.128

First IP host address

192.168.7.129

Last IP host address

192.168.7.190




Chapter 1: LAN Design 11

Step 2.  Record the IP address information for each device:

m  Assign the first usable IP address in the subnet to the hosts and record the information
in Table 1-5.

m  Assign the last usable IP address to the router interface and record the information in
Table 1-5.

Table 1-5 IP Address Assignments

Device IP Address Subnet Mask Default Gateway
Hostl1 192.168.7.1 255.255.255.128 192.168.7.126
Router1-Fa0/0 192.168.7.126 255.255.255.128 —

Host2 192.168.7.129 255.255.255.192 192.168.7.190
Router1-Fa0/1 192.168.7.190 255.255.255.192 —

Before proceeding, verify your IP addresses with the instructor.

Task 2: Configure the Physical Topology
Step 1.  Cable the network.

Refer to Figure 1-7 and Table 1-6 to determine the necessary cables needed to connect the
devices.

Table 1-6 Choosing the Correct Cable

Link Cable Type
Host1 to Routerl Fa0/0 Crossover
Switchl to Routerl Fa0/1 Straight-through
Switch1 to Host2 Straight-through
Hostl and Router1 console Rollover

Step 2.  Physically connect lab devices.
Cable the network devices as shown in Figure 1-7 and power all devices.
Step 3.  Inspect the network connections.

Verify the connections visually. Link lights on the router, switch, and hosts should be
green. You will not have a link light for the console connection, but it should be firmly
attached at both ends.

Instructor Note: Ensure that the switch is in the default configuration and that Fa0/1 and Fa0/2 are in VLAN 1.
If necessary, delete the vlan.dat file and reload the switch. Ensure that the router configuration has been erased.
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Task 3: Configure the Logical Topology

Step 1.

Configure the host computers.

Configure the static IP address, subnet mask, and gateway for each host computer.

Note: The following directions are for Windows XP. To configure hosts using other operating systems, refer to
the operating system manual.

To configure the host, choose Start > Control Panel > Network Connections > Local
Area Connection and then click the Properties button. In the Local Area Connection
Properties dialog box, click Internet Protocol (TCP/IP) and click the Properties button,
as shown in Figure 1-8.

Figure 1-8  Setting Properties for Internet Protocol (TCP/IP)

Step 2.

General | Authentication I Advanced I

Connect using:

I #5 Broadcom Metxkireme 57+ Gigabit C

This connection uses the following items:

Type in addressing information.

Internet Protocol {TCP/IP) Properties

d

=1 005 Packet Scheduler =]
™ Microsoft TCP/IP version 6

General |

/ You can get [P settings assianed automaticaly if your network supports
= this capability. Otherwise, you need to ask yoly network administrator for
@ the appropriate IP settings.
Install [ rirystall ﬁmpemes ) " Obtain an |P addiess automatically

- Diescription —{%" Use the following IP address: A

Tranzmizsion Control Protocaol/ntemet Protocal. The default |P address: I X % z

wide area network protocol that provides communication

across diverss interconnected networks. Subnet mask: I p % i
I Show icon in nolification area when connected Default gateway: I d - -

¥ Natify me when this connection has limited or ho connectivity
€ Dbtain DNE server address automatically

— Use the following DNS server addiesses:

0K | Cancel Preferred DNS server: I

Altemate DNS server: I A £ .
Advanced |

) Conce

In the TCP/IP Properties dialog box for each host, enter the IP address, subnet mask, and
the default gateway you recorded previously in Table 1-5.

After configuring each host computer, open a command window on the host by choosing
Start > Run. When prompted to type the name of a program, enter cmd in the text box.
From the command window, display and verify the host network settings with the ipconfig
command. The settings should match what you recorded previously in Table 1-5.

Configure Routerl.

From Host1, establish a console session with Routerl. Directions for creating a console
connection using Tera Term or HyperTerminal are in the appendixes at the end of this lab.

From the router console, enter the following commands:

Router>enable

Router#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname Router1
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Routeri(config)#enable secret class

Routeri(config)#line console 0@

Routeri(config-line)#password cisco
Routeri(config-1line)#login

Routeri(config-1line)#line vty 0 4
Routeri(config-line)#password cisco
Routeri(config-1line)#login

config-line)#interface fa0/0

config-if)#ip address 192.168.7.126 255.255.255.128
Routeri(config-if)#no shutdown

Router1
Router1
if)
Routeri(config-if)#description connection to host1i
Routeri(config-if)#interface fa0/1
Routeri(config-if)#description connection to switchi
Routeri(config-if)#ip address 192.168.7.190 255.255.255.192
Routeri(config-if)#no shutdown
Routeri(config-if)#end

Routeri#

(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(

Task 4: Verify Network Connectivity

Use the ping command to verify network connectivity.

Note: If pings to the host computers fail, temporarily disable the computer firewall and retest. To disable a Windows
firewall, choose Start > Control Panel > Windows Firewall, click the Off radio button, and then click OK.

Use Table 1-7 to verify connectivity with each network device. Take corrective action to establish con-
nectivity if a test fails.

Table 1-7 Connectivity Verification

From To IP Address Ping Results

Hostl NIC IP address 192.168.7.1 Should be successful
Host1 Routerl, Fa0/0 192.168.7.126 Should be successful
Host1 Routerl, Fa0/1 192.168.7.190 Should be successful
Host1 Host2 192.168.7.129 Should be successful
Host2 NIC IP address 192.168.7.129 Should be successful
Host2 Routerl, Fa0/1 192.168.7.190 Should be successful
Host2 Routerl, Fa0/0 192.168.7.126 Should be successful
Host2 Hostl 192.168.7.1 Should be successful

In addition to the ping command, what other Windows command is useful in displaying network
delay and breaks in the path to the destination?

tracert
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Task 5: Verify Passwords
Step 1.  Telnet to Routerl from Host2 to verify the Telnet password.
You should be able to telnet to either FastEthernet interface of the router.

In a command window on Host 2, type
C:\>telnet 192.168.7.190

When you are prompted for the Telnet password, type cisco and press Enter.
‘Was the telnet successful? Yes
Step 2.  Verify that the enable secret password has been set.

From the Telnet session, enter privileged EXEC mode and verify it is password protected:

Routeri>enable
Were you prompted for the enable secret password? Yes
Step 3.  Verify that the console is password protected.

Terminate and then re-establish the console connection from Host1 to the router to verify
that the console is password protected.

Depending on the Telnet client that you are using, the session can usually be terminated
with Ctrl-]. When the session is re-established, you should be prompted for the console
password before being allowed access to the command-line interface.

Task 6: Reflection

How are Telnet access and console access different? When might it make sense to set different pass-
words on these two access ports?

The network administrator must have physical access to the device to establish a console connection,
whereas Telnet access can be established from a remote location. However, Telnet access depends

upon a router with network access. whereas a console connection can be used to access the router
regardless of the router’s configuration.

Why does the switch between Host2 and the router not require configuration with an IP address to
forward packets?

The switch is a Layer 2 device and does not forward traffic using Layer 3 addressing. In addition, in

this lab you do not need to manage the switch remotely. Therefore, you did not set an IP address for
Telnet access.

Task 7: Clean Up

Unless directed otherwise by your instructor, erase the configurations and reload the switches.
Disconnect and store the cabling. For PC hosts that are normally connected to other networks (such as
the school LAN or to the Internet), reconnect the appropriate cabling and restore the TCP/IP settings.

Final Router 1 Configuration

Routeri#show run
<selective output omitted>
!

hostname Routeri
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Packet Tracer
[Jcompanion

|

enable secret class

|

!
interface FastEthernet0/0
description connection to hosti
ip address 192.168.7.126 255.255.255.128
no shutdown

!

interface FastEthernet0/1
description connection to switchi
ip address 192.168.7.190 255.255.255.192
no shutdown

!

line con 0
password cisco
login

line aux 0

line vty 0 4
password cisco
login

|

end

Review of Concepts from Exploration 1 (1.3.1)

You can now open the file LSG03-Lab131.pka on the CD-ROM that accompanies this book to repeat
this hands-on lab using Packet Tracer. Remember, however, that Packet Tracer is not a substitute for a

hands-on lab experience with real equipment.

Appendix 1A: Installing and Configuring Tera Term for Use in

Windows XP

Tera Term is a free terminal-emulation program for Windows. It can be used in the lab environment in

place of Windows HyperTerminal. Tera Term can be obtained at the following URL:

http://hp.vector.co.jp/authors/VA002416/teraterm.html

Download the ttermp23.zip file for Windows95/NT, unzip it, and install Tera Term. This version is

compatible with XP and Vista.
Step 1.  Open Tera Term.
Step 2.  Assign the serial port.

To use Tera Term to connect to the router console, click the Serial radio button, as shown

in Figure 1-9.
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Step 3.

Figure 1-9

Step 4.

Set the serial port parameter.

Choose the appropriate parameter from the Port drop-down list. Normally, your connec-
tion is through COMLI. If you are unsure what port to use, ask your instructor for assis-
tance. When you are finished, click OK.

Tera Term: New Connection Dialog Box

Tera Term: New connection EJ

 TCPIP Host: |myhusl.mydomain j

¥ Telnet TCP porti: |23

@ erial  po:  [com1 <]
0K | Cancell Help |

Configure settings.

Tera Term has some settings that can be changed to make it more convenient to use.
Choose Setup > Terminal to open the Terminal Setup dialog box, and then check the
Term Size = Win Size check box, as shown in Figure 1-10. This setting allows command
output to remain visible when the Tera Term window is resized. Click OK to close the
Terminal Setup dialog box.

Figure 1-10 Tera Term: Terminal Setup Dialog Box

Step 5.

Tera Term: Terminal setup

Terminal size ——— New-line

|BI] x |24 Receive: |cn -I
@ fermaize “wingize | Tramsmit [cn <] | _Caneel

" Auto window resize
Terminal 1D: |\I'Tl i1} 'I I~ Local echo
Answerback: | ™ Auto switch [VT<->TEK]

0K

i)

Help

Change the scroll buffer number.

Choose Setup > Window and, in the Window Setup dialog box, change the Scroll Buffer
number to a number higher than 100, as shown in Figure 1-11. This setting allows you to
scroll up and view previous commands and outputs. If there are only 100 lines available in
the buffer, only the last 100 lines of output are visible. For example, set the scroll buffer to
1000 lines.
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Figure 1-11

Tera Term: Window Setup Dialog Box

Tera Term: Window setup

Title:

—Cursor shape

| era Term|

[~ Hide title bar

" Background

2 e 2

0K

Cancel

L

= Block [~ Hide menu bar
 Vertical line ™ Full color Help
" Haori tal i
e # Scroll buffer: 100 lines
~Color
& Text Attribute |Nurma| w7

Reverse

o 4l o ABe
o 4l 2
0 4| |

Appendix 1B: Configuring Tera Term as the Default Telnet
Client in Windows XP

By default, Windows can be set to use HyperTerminal as the Telnet client. Windows can also be set to
use the DOS version of Telnet. In the NetLab environment, you can change the Telnet client to Local

Telnet Client, which means that NetLab will open the current Windows default Telnet client. This can
be set to HyperTerminal or to the DOS-like version of Telnet embedded in the Windows operating

system.

Complete the following steps to change your default Telnet client to Tera Term (or any other Telnet

client):

Step 1.

Step 2.

Open the Folder Options dialog box.

Edit the (NONE) URL:Telnet Protocol.

Figure 1-12 Folder Options Dialog Box

Double-click My Computer (or choose Start > My Computer), and then choose Tools >
Folder Options.

Click the File Types tab, scroll down in the Registered File Types list and click the
(NONE) URL:Telnet Protocol entry, as shown in Figure 1-12, and then click the
Advanced button.

53 [NONE]  URL:News Pratacal =
53, [NONE] URL:NNTP Protocal
@[NDNE] URL:RLogin Protocol
53, [NONE)  URL:Snews Protacal
"1 [NONE] URL Telnet Fratacal
&](NONE)  URL:TN3270 Pratocal

lstimne 4nnecae

153

Folder Options EJEJ
General | View | File Types | Offline Files|
Registered file types:
Euxtensions | File Types ~

New Delete

Detais for URL: Telnet Protocol' file type
Opens with: LChange.

To change settings that affect all URL:Telnet Protocol' files, click
Advanced.
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Step 3.

Edit the open action.

In the Edit File Type dialog box, click Edit to edit the open action, as shown in Figure 1-13.

Figure 1-13 Edit File Type Dialog Box

Step 4.

Edit File Type ?X
I
| URL:Telnet Protocol | [Change Icon... ]
Actions:
Open MNew. ..
[
Set Default
Confirm open after download
[[] Always show extension
Browse in same window

Change the application.

In the Editing Action for Type: URL: Telnet Protocol dialog box, the Application Used to
Perform Action is currently set to HyperTerminal, as shown in Figure 1-14. Click Browse
to change the application.

Figure 1-14 Editing Action for Type Dialog Box (Before Edit)

Step 5.

Step 6.

Editing action for type: URL:Telnet Protocol [EJ@

Action:

| open | [ o |
Cancel
Application used to perform action:
*CYProgram Files\Windows NT\hypertrm, exe™ [ Browse... J
Use DDE
DDE Message:
Application:

| url |

DDE Application Mot Running:

Topic:
| System |

Open ttermpro.exe.

Browse to the Tera Term installation folder, as shown in Figure 1-15. Click ttermpro.exe
to specify this program for the open action, and then click Open.

Confirm ttermpro.exe and close.

From the window shown in Figure 1-16, click OK twice and then click Close to close the
Folder Options dialog box. The Windows default Telnet client is now set to Tera Term.
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Figure 1-15 Open With Dialog Box

Open With @E}
Lack in: | £ TTERMPRO v @@ e @
L i keycode.exe
@ gttermpro.axe
My Recent ttpmacro.exe
Documents

@

Desktop

<

My Documents

My Computer

F File name: | "| [ Open ]

My Network | Files of bype: |F’rograrns v| [ Cancel J

Figure 1-16 Editing Action for Type Dialog Box (After Edit)

Editing action for type: URL:Telnet Protocol

Action:
= | o)

Cancel
Application used to perform action:

|"C:lPr0gram Files\TTERMPRO\ttermpro.exe” | I Browse. ., H

Use DDE

DDE Message:

Application:
| url |

DDE Application Mot Running:

Topic:
| System |

Appendix 1C: Accessing and Configuring HyperTerminal

In most versions of Windows, you can open HyperTerminal by choosing Start > Programs >
Accessories > Communications > HyperTerminal.

Step 1.  Create a new connection.

Open HyperTerminal to create a new connection to the router. Enter an appropriate
description in the Name field of the Connection Description dialog box, shown in
Figure 1-17, and then click OK.

Step 2.  Assign COMI port.

In the Connect To dialog box, shown in Figure 1-18, make sure that the correct serial port
is selected in the Connect Using field. Some PCs have more than one COM port. Click OK.
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Figure 1-17 Connection Description Dialog Box

Connection Description :_ 21xl

% Mew Connection

Enter a name and choose an icon for the connection:

Name:
JLab1.3.1

lcor:

Figure 1-18 Connect To Dialog Box
2]

% Lab1.21

Enter details for the phone number that you want to dial

=]

Countrwregion: | rited States (1] =
Area code: I—

Phaone number: I

Connect using:

Cancel |

Step 3.  Set COMI properties.

In the COM1 Properties dialog box, on the Port Settings tab, if the properties are not set
to the values shown in Figure 1-19, click Restore Defaults, which normally sets the cor-
rect properties. Then click OK.

Figure 1-19 COM/1 Properties Dialog Box

COM1 Properties @@
Port Settings
Bits per second: | 9600 w
Restore Defaults
L oK J [ Cancel J [ Apply ]

Step 4.  Verify the connection.

You should now have a console connection to the router. Press Enter to get a router prompt.
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Curriculum Lab 1-2: Review of Concepts from
Exploration 1—Challenge (1.3.2)

Learning Objectives

Upon completion of this lab, you will be able to

Create a logical topology given network requirements
Create subnets to meet host requirements

Configure the physical topology

Configure the logical topology

Verify network connectivity

Configure and verify passwords

Scenario

In this lab, you will design and configure a small routed network and verify connectivity across multi-
ple network devices. This requires creating and assigning two subnetwork blocks, connecting hosts
and network devices, and configuring host computers and one Cisco router for basic network connec-
tivity. Switch1 has a default configuration and does not require additional configuration. You will use
common commands to test and document the network. The zero subnet is used.

Figure 1-20 shows the topology diagram for this lab.

Figure 1-20 Topology Diagram for Lab 1-2

Subnet A Subnet B

R LT R YT T TY

El Fa0/0 (0~ Fa0d  FaO/t mr—
r _______ . Route‘
Fa0/2

-

Task 1: Design a Logical LAN Topology

Step 1.  Design an IP addressing scheme.

Given the IP address block of 192.168.30.0/27, design an IP addressing scheme that satis-
fies the following requirements:

= Subnet A has 7 hosts.

= Subnet B has 14 hosts.

m  Subnet zero is used.

m  Create the smallest possible subnets that satisfy the requirements for hosts.

m  Complete the calculations for Subnet A in Table 1-8.
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= Complete the calculations for Subnet B in Table 1-9.

= No subnet calculators may be used.

Table 1-8 Subnet Calculations for Subnet A

Subnet Specification Calculation

Number of bits in the subnet 1

IP mask (binary) I1111111. 11111111, 11111111.11110000
New IP mask (decimal) 255.255.255.240

Maximum number of usable subnets 2

(including the 0 subnet)

Number of usable hosts per subnet 14

IP subnetwork address 192.168.30.0

First IP host address 192.168.30.1

Last IP host address 192.168.30.14

Table 1-9 Subnet Calculations for Subnet B

Subnet Specification Calculation

Number of bits in the subnet 1

IP mask (binary) 1111111 11111111, 11111111.11110000
New IP mask (decimal) 255.255.255.240

Maximum number of usable subnets 2

(including the O subnet)

Number of usable hosts per subnet 14

IP subnetwork address 192.168.30.16

First IP host address 192.168.30.17

Last IP host address 192.168.30.30

Step 2.  Record the IP address information for each device:

m  Assign the first usable IP address in the subnet to the hosts and record the information
in Table 1-10.

m  Assign the last usable IP address to the router interface and record the information in
Table 1-10.

Table 1-10  IP Address Assignments

Device

IP Address

Mask

Gateway

Host1

192.168.30.1

255.255.255.240

192.168.30.14

Router1-Fa0/0

192.168.30.14

255.255.255.240

Host2

192.168.30.17

255.255.255.240

192.168.30.30

Router1-Fa0/1

192.168.30.30

255.255.255.240
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Before proceeding, verify your IP addresses with the instructor.

Task 2: Configure the Physical Topology
Step 1.  Cable the network.

Refer to Figure 1-20 and in Table 1-11 indicate the necessary cables needed to connect the
devices.

Table 1-11  Choosing the Correct Cable

Correct Cabling Cable Type
LAN cable between Hostl and Routerl Fa0/0 Crossover

LAN cable between Switchl and Router1 Fa0/1 Straight-through
LAN cable between Switchl and Host2 Straight-through
Console cable between Host1 and Routerl Rollover

Step 2.  Physically connect lab devices.
Cable the network devices as shown in Figure 1-20 and power all devices.
Step 3.  Inspect the network connections.

After cabling the network devices, verify the connections.

Instructor Note: Ensure that the switch is in the default configuration and that Fa0/1 and Fa0/2 are in VLAN 1.
If necessary, delete the vlan.dat file and reload the switch. Ensure that the router configuration has been erased.

Task 3: Configure the Logical Topology
Step 1.  Configure the host computers.

Configure the static IP address, subnet mask, and gateway for each host computer. After
configuring each host computer, display and verify the host network settings with the
ipconfig command.

Step 2.  Configure Routerl.
From Host1, establish a console connection with Routerl and configure the following:
= Use Routerl as the hostname
m  Set the encrypted privileged EXEC password to class
m  Set the console and Telnet access password to cisco

= Complete the description and IP addressing on both FastEthernet interfaces

Task 4: Verify Network Connectivity
Use the ping command to verify network connectivity.

In Table 1-12 record IP addresses and connectivity verification results for each network device. Take
corrective action to establish connectivity if a test fails.
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Table 1-12  Connectivity Verification

From To IP Address Ping Results

Host1 NIC IP address 192.168.30.1 Should be successful
Host1 Routerl, Fa0/0 192.168.30.14 Should be successful
Host1 Routerl, Fa0/1 192.168.30.30 Should be successful
Hostl Host2 192.168.30.17 Should be successful
Host2 NIC IP address 192.168.30.17 Should be successful
Host2 Routerl, Fa0/1 192.168.30.30 Should be successful
Host2 Routerl, Fa0/0 192.168.30.14 Should be successful
Host2 Host1 192.168.30.1 Should be successful

Task 5: Verify Passwords
Step 1.  Telnet to Routerl from Host2 and verify the Telnet password.

You should be able to telnet to either Fast Ethernet interface of the router.
Step 2.  Verify that the enable secret password has been set.

From the Telnet session, enter privileged EXEC mode and verify that it is password pro-
tected.

Step 3.  Verify that the console is password protected.

Terminate and then re-establish the console connection from Host1 to the router to verify
that the console is password protected.

Task 6: Clean Up

Unless directed otherwise by your instructor, erase the configurations and reload the switches.
Disconnect and store the cabling. For PC hosts that are normally connected to other networks (such as
the school LAN or to the Internet), reconnect the appropriate cabling and restore the TCP/IP settings.

Router Configuration Commands

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname Routeri

Routeri(config)#enable secret class

Routeri(config)#line console 0

Routeri(config-line)#password cisco
Routeri(config-line)#login

Routeri(config-line)#line vty 0 4
Routeri(config-line)#password cisco
Routeri(config-line)#login
Routeri(config-line)#interface fa0/0

(
(
(
(
(
(
(
(

Routeri(config-if)#ip address 192.168.30.14 255.255.255.240
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Packet Tracer
[Jcompanion

Routeri(config-i
Routeri(config-i
Routeri(config-i

Routeri(config-i

Routeri(config-i

(
(
(

(
Routeri(config-i
(
Routeri(config-i

#

Routeri

#no shutdown
#description connection to host1
#interface fa0/1

#ip address 192.168.30.30 255.255.255.240

)
)
)
f)#description connection to switch1
)
f)#no shutdown

f)#

Final Router 1 Configuration

Routeri#show run

<selective output omitted>

!
hostname Routeri
!

enable secret class

interface FastEthernet0/0

description connection to hosti
ip address 192.168.30.14 255.255.255.240

no shutdown

interface FastEthernet0/1

description connection to switchi
ip address 192.168.30.30 255.255.255.240

no shutdown

!

line con 0
password cisco
login

line aux 0

line vty 0 4
password cisco
login

|

end

Packet Tracer Companion: Review of Concepts from
Exploration 1—Challenge (1.3.2)
You can now open the file LSG03-Lab132.pka on the CD-ROM that accompanies this book to repeat

this hands-on lab using Packet Tracer. Remember, however, that Packet Tracer is not a substitute for a
hands-on lab experience with real equipment.
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Curriculum Lab 1-3: Troubleshooting a Small
Network (1.3.3)
Learning Objectives
Upon completion of this lab, you will be able to
m Verify that a paper design meets stated network requirements
m  Cable a network according to the topology diagram
m  FErase the startup configuration and reload a router to the default state
m  Load the routers with supplied scripts
m  Discover where communication is not possible
m  Gather information about the misconfigured portion of the network along with any other errors
®m  Analyze information to determine why communication is not possible
m  Propose solutions to network errors
= Implement solutions to network errors
Scenario

In this lab, you are given a completed configuration for a small routed network. The configuration
contains design and configuration errors that conflict with stated requirements and prevent end-to-end
communication. You will examine the given design and identify and correct any design errors. You
will then cable the network, configure the hosts, and load configurations onto the router. Finally, you
will troubleshoot the connectivity problems to determine where the errors are occurring and correct
them using the appropriate commands. When all errors have been corrected, each host should be able
to communicate with all other configured network elements and with the other host.

Figure 1-21 shows the topology diagram for this lab.

Figure 1-21 Topology Diagram for Lab 1-3

Subnet A Subnet B
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Task 1: Examine the Logical LAN Topology

Step 1.  Verify the IP addressing scheme.

The IP address block of 172.16.30.0/23 is already subnetted to meet the following
requirements:

Subnet A has 174 hosts.
Subnet B has 54 hosts.
Subnet zero is used.

Created the smallest possible number of subnets that satisfy the requirements for hosts.

m  Calculations for Subnet A are shown in Table 1-13.
m  Calculations for Subnet B are shown in Table 1-14.
Table 1-13  Subnet Calculations for Subnet A
Subnet Specification Calculated Value
IP mask (decimal) 255.255.255.0
IP address 172.16.30.0
First IP host address 172.16.30.1
Last IP host address 172.16.30.254
Table 1-14  Subnet Calculations for Subnet B
Subnet Specification Calculated Value
IP mask (decimal) 255.255.255.128
(should be 255.255.255.192)
IP address 172.16.31.0
First IP host address 172.16.31.1
Last IP host address 172.16.31.126

(should be 172.16.31.62 based on correct mask)

Examine each of the values in Tables 1-13 and 1-14 and verify that this topology meets all
requirements and specifications.

Are any of the given values incorrect? Yes

If yes, correct the values in Table 1-13 and/or Table 1-14.



28 LAN Switching and Wireless, CCNA Exploration Labs and Study Guide

Step 2.  Record the correct IP address information for each device:

m  Assign the first usable IP address in the subnet to the hosts and record the information
in Table 1-15.

m  Assign the last usable IP address to the router interface and record the information in
Table 1-15.

Table 1-15 IP Address Assignments

Device IP Address Mask Gateway
Hostl1 172.16.30.1 255.255.255.0 172.16.30.254
Router1-Fa0/0 172.16.30.254 255.255.255.0 —

Host2 172.16.31.1 255.255.255.192 172.16.31.62
Router1-Fa0/1 172.16.31.62 255.255.255.192 —

Task 2: Cable, Erase, and Reload the Routers
Step 1.  Cable the network.

Step 2.  Clear the configuration on each router.

Task 3: Configure the Host Computers
Step 1.  Configure host computers with IP addressing.

Step 2.  Verify host computer configuration.

Task 4: Load the Router with the Supplied Scripts

Apply the following configurations to Routerl. Alternatively, you can open the file LSG03-Lab133-
Scripts.txt on the CD-ROM that accompanies this book and copy in the scripts for each of the switches.

Instructor Note: Missing or misconfigured commands are enclosed in brackets, [ ].

enable

!

config term

!

hostname Routeri

!

enable secret class
]

no ip domain-lookup
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interface FastEthernet0/0

description connection to host1

ip address 172.16.30.1 255.255.255.0

[duplicate ip address - should be 172.16.30.254]

duplex auto

speed auto

[missing command - no shutdown]

!
interface FastEthernet0/1
description connection to switch1
ip address 192.16.31.1 255.255.255.192
[wrong ip address - should be 172.16.31.62]
duplex auto

speed auto

[missing command - no shutdown]

!

!

line con 0

password cisco

login

line vty 0

login

line vty 1 4

password cisco

login

!

end

Task 5: Identify Connectivity Problems
Use the ping command to test network connectivity.

Use Table 1-16 to test the connectivity of each network device and record the initial results of your
tests.
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Table 1-16  Connectivity Verification

From To IP Address Ping Results

Host1 NIC IP address 172.16.30.1 Should be successful
Host1 Routerl, Fa0/0 172.16.30.254 Should fail

Host1 Routerl, Fa0/1 172.16.31.126 Should fail

Hostl Host2 172.16.31.1 Should fail

Host2 NIC IP address 172.16.30.1 Should be successful
Host2 Routerl, Fa0/1 172.16.31.126 Should fail

Host2 Routerl, Fa0/0 172.16.30.254 Should fail

Host2 Hostl 172.16.30.1 Should fail

Task 6: Troubleshoot Network Connections
Step 1.  Begin troubleshooting at PC1 (the host directly connected to Routerl).
From host PC1, is it possible to ping PC2? No
From host PC1, is it possible to ping the router Fa0/1 interface? No
From host PC1, is it possible to ping the default gateway? No
From host PCl1, is it possible to ping itself? Yes
Where is the most logical place to begin troubleshooting the PC1 connection problems?

The first connection, PC1 to router interface Fa0/0.

Step 2.  Examine the router to find possible configuration errors.
Begin by viewing the summary of status information for each interface on the router.
Are there any problems with the status of the interfaces?

Interfaces Fa0/0 and Fa0/1 are administratively down.

If there are problems with the status of the interfaces, record any commands that are nec-
essary to correct the configuration errors:

config term; interface fastethernet0/0: no shutdown: interface fastethernet(/1;
no shutdown

Step 3.  Use the necessary commands to correct the router configuration.
Step 4.  View a summary of the status information.

If any changes were made to the configuration in the previous step, view the summary of
the status information for the router interfaces.

Does the information in the interface status summary indicate any configuration errors on
Router1? No

If the answer is yes, troubleshoot the interface status of the interfaces.

Has connectivity been restored? No
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