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Lecture Notes

Overview

Chapter 1 offers an introduction to the basic operation of network repeaters and hubs.
Students learn about the purpose of network switches as well as how to summarize the
operation of wireless access points. They will also be able to describe the basic
operation of network interface cards. At the end of the chapter, students learn about the
very important function of routers in a network.

Obijectives

Describe the basic operation of network repeaters and hubs
Explain the purpose of network switches

Summarize the operation of wireless access points
Describe the basic operation of network interface cards
Explain the function of routers

Teaching Tips

Network Repeaters and Hubs

1. Describe how repeaters take a weakened signal and repeat it at its original strength.
2. Show students that many networking devices, such as hubs, switches, and bridges, act
as repeaters.
3. Discuss the purpose of a repeater, or why a device might be used as a repeater.
a. Most often repeaters are used to connect PCs over several hundred feet, where
signal would normally degenerate.
4. Explain the purpose of a hub.
a. Network hubs serve as a connection point to a single network segment.
b. All network devices connected to the hub share the same media and must take turns
when using the network.

Multiport Repeaters and Hubs

1. Explain that a multiport repeater, or hub, will clean a signal as well as regenerate it.
2. Show that hubs come in a variety of sizes, from 4 ports to 24 ports most commonly

Hubs and Network Bandwidth

1. Explain why when devices are connected to a hub, they must wait their turn to
communicate.
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2.

3.

4.

5.

a. Because the media must be shared among all connected devices, the average
bandwidth available per machine when communicating is much less than whatever
speed the hub is rated for.

Discuss the additional cost to bandwidth for the time lost due to network collisions.

a. If two machines try to use the media on the hub at the same time, a collision will
occur. All machines must then wait for a period of time before trying again to use
the media.

b. Try to demonstrate this with an actual hub and several connected devices generating
traffic.

Explain that all devices connected to a hub will see any traffic passed through the hub.

a. While protocol analyzers aren’t covered until much later, this can be demonstrated
using Wireshark. Try to connect to a service that passes information in cleartext,
such as Telnet, to illustrate how traffic on a hub will work.

You should emphasize the limitations of hubs.

a. Devices on a hub operate in half-duplex mode, meaning that they can only send or
receive, not both at the same time.

If you have old hubs available, demonstrate the collision process. Many hubs have an

indicator light to show that a collision has occurred or is occurring on the network.

Have students review Simulation 3—Basic Operation of a Hub on the book’s CD.

Teaching For additional information about shared traffic on hubs, see

Tip

http://wiki.wireshark.org/HubReference.

Network Switches

1.

Explain the benefits of using a switch versus a hub.

Basic Switch Operation

1.

[llustrate how switches separate connections into individual network segments. In other
words, a switch eliminates the possibility of a collision caused by multiple transmitting
machines.

a. Use the fact that each port is a separate collision domain as a talking point.

Explain how a switch directs traffic to the correct port by using a MAC address.

a. When a switch powers on, it begins collecting MAC addresses into a switching
table, which it then uses as a map to reach specific network devices.

b. MAC addresses are 12 hexadecimal digits long, or 48 bits.

Describe the process of a network transaction with a switch.

a. When a switch receives a frame, it records the sender’s MAC address on the
port it was received in the switching table. If the destination MAC address is
unknown to the switch, it broadcasts the frame to all connected ports except the
original sending port.

b. You can demonstrate this if you have three machines on an isolated network
switch, with Wireshark running as you plug all three machines in.
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4. Discuss the advantages inherent in using switches compared to a hub.

a. Switch-based networks do not suffer from the same bandwidth drawbacks as
hubs do. Network devices connected to a switch can operate in full-duplex
mode, allowing them to transmit while also receiving.

b. Devices connected to a switch do not see each others traffic, unlike a hub. They
will only see broadcasted traffic and traffic intended for that device. There are a
few exceptions to this, namely the situation described in #3-a. A switch will also
simply flood all packets to all connected devices if it finds itself out of memory.
Under most normal conditions, however, this shouldn’t happen.

Have students review Simulation 4—Basic Operation of a Switch on the book’s CD.

Switches also have the ability to perform more advanced tasks such as link

Teaching aggregation, or port bonding, to increase link speeds.

Tips

Teaching For a visual guide in explaining how a MAC address is structured, see
Tip http://upload.wikimedia.org/wikipedia/commons/9/94/MAC-48 Address.svg.

Quick Quiz 1

1. What does a repeater do?
Answer: It receives bit signals generated by NICs and other devices, strengthens them, and
then sends them along or repeating them to other parts of the network.

2. A multiport repeater is often referred to as a

a. Switch
b. Bridge
c. Hub

d. Network Interface Card
Answer: c. hub

3. The amount of data that can be transferred on a network during a specific interval is
called the
a. Network bandwidth
b. Network speed rating
c. Line speed rating
d. Duplexing speed

Answer: network bandwidth

4. True or False: A switch operates just like a hub?
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Answer: False: Instead of simply regenerating incoming bit signals and repeating them to
all other ports, a switch actually reads data in the message, determines which port the
destination device is connected to, and forwards the message to only that port

5. How long are MAC addresses?
a. 42 bits
b. 16 hexadecimal characters
c. 4 octets
d. 12 hexadecimal characters

Answer: d. 12 hexadecimal characters

Wireless Access Points

1. Explain the use of access points as means of wireless distribution.

Basic AP Operation

1. Make a comparison of access points to hubs.

a. All wireless clients must share the access media (the air), and multiple machines
cannot transmit at the same time. They must all share the bandwidth of the access
point.

2. Explain that although access points are wireless distributors, they still commonly
connect to a wired network connection.

3. Discuss the limitations of wireless, as well as advantages/disadvantages of using a
wireless connection.

a. Bandwidth available on a wireless network is often half what is advertised due to
overhead in establishing and maintaining the connection.

Eschlng several devices combined into one, including an access point. It might be helpful

to point out some wireless router models as access points.

Network Interface Cards

1. Discuss how network interface cards use different types of media, but all have similar
functions and methods of working with operating systems.

NIC Basics

1. Describe the process by which a NIC turns a frame into transmittable signals for
whatever media type it is made for.

Widely available consumer home routers that provide wireless access are actually
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a. Inthe case of Ethernet, the frame is transmitted electrically. A fiber-optic NIC,
however, transmits using light.
2. Explain why NICs are assigned MAC addresses.
a. These addresses must be unique, or communication on the network no longer
works properly.
b. MAC addresses are divided into two parts: the 24-bit organizationally unique
identifier (OUI) assigned to the manufacturer and the remaining 24 bits used for
a serial number to identify the specific NIC.
3. Demonstrate the broadcast MAC address.
a. A MAC address of FF:FF:FF:FF:FF:FF is reserved for broadcasts and cannot be
used by any NIC.
b. A frame using this broadcast MAC as its destination will be seen by all
connected devices.

Have students review Simulation 5—How a NIC Works on the book’s CD.
Selecting a NIC

1. Discuss with students that when selecting a NIC to install in a computer there are a
number of factors to consider:

a. What bus type should be used? Several are available, such as PCI and PCle.
Some network cards are available for USB as well.

b. Is the NIC compatible with your operating system? Not all NICs have drivers
available for the latest operating systems.

c. How fast should the NIC be? Workstations won’t require a NIC as fast as a
server, but faster NICs have become cheap and widely available.

NIC Drivers

1. Students should learn that NIC drivers in most cases will be automatically installed or
already available to modern operating systems.

Wireless NICs

1. Discuss the prevalence of wireless NICs in mobile devices.
a. This makes it difficult or impossible to replace NICs on anything but desktop
PCs, but eliminates the need to hunt for drivers as well.
2. Talk about the use of wireless standards and how it affects wireless transmission speeds
as well as compatibility.
a. Keep in mind that several wireless standards exist, such as 802.11b and 802.11g.
Even though these two standards are backwards compatible, they are not
compatible with 802.11a, which uses a different frequency.
b. Another common issue during recent years involved “Draft N devices that were
built by various manufacturers. These devices may or may not work with other
“Draft N” devices from other manufacturers.
3. Discuss what information is needed in order to connect to a wireless network.
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a. 'You must know the service set identifier (SSID). Most wireless routers available
for home consumers have default SSIDs configured out of the box, such as
“linksys”, “default”, or “2WIRE”.

If you have a wireless device, or preferably a workstation/laptop with wireless,
Teaching try doing a wireless survey around your area. Show students just how prevalent
Tip wireless technology is! Netstumbler is a common tool for doing a wireless
survey, and can be found at www.netstumber.com.

Quick Quiz 2

1. What is the main difference between a wireless access point and a hub?
Answer: Signals don’t travel through a physical medium; they travel through the airwaves
as radio signals.

2. Before a computer can transmit data to the AP, it must first send a short
message to let the AP know it intends to transmit data.

a. Broadcast
b. Requestto Send (RTS)
c. Beacon
d. SSID
Answer: b. request to send (RTS)

3. What is the name of the address that is part of a NIC?
Answer: Media Access Control or MAC address

4. A frame with a destination MAC address composed of all binary 1s or FF-FF-FF-FF-
FF-FF in hexadecimal is a .
a. Unicast frame
b. Anycast frame
c. Multicast frame
d. Broadcast frame
Answer: d. broadcast frame

5. In order to connect to a wireless network, you need to have the
a. Name of the switch
b. SSID
c. MAC address of the router
d. MAC address of the switch
Answer: b. SSID
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Teaching To see more information about the latest 802.11 wireless standard, 802.11n, visit
Tip http://en.wikipedia.org/wiki/IEEE_802.11n-20009.

Routers

1. Discuss the role of routers in delivering packets or information to other non-locally
connected networks.

Have students review Simulation 6—Router Operation in a Simple Internetwork on the book’s
CD.

Routers Connect LANS

1. Explain that in order to communicate between two LANS or networks with different
addressing schemes, you need a router.
a. A router is configured to know or find the paths to other networks, either
through directly connected interfaces or via other routers.

An easy way to explain the idea of how routers handle traffic is to use the postal
analogy. To see how this works, read
http://cs.gmu.edu/cne/itcore/internet/tcpip/tcpip.html.

Teaching
Tip

Routers Create Broadcast Domains

1. Detail how and why a router will create broadcast domains.
a. Also discuss the benefits of creating broadcast domains and how broadcast
traffic can affect network performance on large scales.

Routers Work with IP Addresses and Routing Tables

1. Describe how a router maintains a table of addresses to direct networking traffic.

a. While a switch uses a MAC address to move traffic, a router uses an IP address
to route traffic.

b. An IP address is 32 bits long and is separated into four base 256 octets, such as
192.168.1.1.

2. Briefly discuss what a subnet is and how it works.

a. The network address for a given IP is determined by a subnet mask. Subnet
masks, while similar in appearance to IP addresses, use bits to designate the
network portion of an address and separate it from the host portion of an
address. For example, if the IP address 192.168.1.1 had a subnet mask of
255.255.255.0, then the network address would be 192.168.1.0.
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3. Break down and describe what happens when a router receives a packet addressed to
another network

a. First, it checks its routing table for a match.

b. If a match is found for the specific network, the packet is forwarded to the
destination.

c. If no match is found, and the router has a default route, the router forwards the
packet to the default route.

d. If no match is found and no default route is configured, the packet is dropped.
Usually a router will respond to the sender of the packet with a Network
Unreachable message.

Quick Quiz 3

1. True or False: Routers are devices that enable multiple LANs to communicate with one
another by forwarding packets from one LAN to another.
Answer: True

2. The scope of devices to which broadcast frames are forwarded is called a

Answer: broadcast domain

3. What is another name for a port on routers?
Answer: Interface

4. The tells a router where to send a packet with a destination
network that can’t be found in the routing table.
Answer: default route

Class Discussion Topics

1. Discuss the potential reasons for choosing a hub versus a switch, whether it be cost,
speed, security, or other.

2. What might prevent wireless from being used extensively in an enterprise? Ask students
to consider how adding a wireless infrastructure might affect a hospital or large credit
card company.

Additional Projects

1. If Cisco equipment is available, set up two switches with connections to each other,
then connect one PC to each switch. After setting up networking on both PCs, show
what the MAC address table of each switch looks like.
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Additional Resources

1. http://en.wikipedia.org/wiki/Broadcast domain.
2. http://en.wikipedia.org/wiki/Collision domain.

Key Terms

>

access point (AP) A wireless device that serves as the central connection point of a
wireless LAN. An AP mediates communication between wireless computers.

bandwidth sharing A network design in which the interconnecting devices allow only one
connected device to transmit data at a time, thus requiring the devices to share the available
bandwidth the interconnecting device provides.

broadcast domain The scope of devices to which broadcast frames are forwarded. Router
interfaces delimit broadcast domains because they do not forward broadcasts whereas
switches and hubs do forward broadcasts.

broadcast frame A network message that is intended to be processed by all devices on the
LAN. A broadcast frame carries a destination address of FF:FF.:FF.FF:FF:FF.

clear to send (CTS) A signal generated by an access point in response to a request to send
(RTS) signal. A CTS indicates that the computer that sent an RTS may transmit data. See
also request to send and access point.

dedicated bandwidth A property of switches in which the bandwidth of each port is
dedicated to the device or devices connected to the port. This differs from a hub in which
the bandwidth of a port is shared among all the devices connected to the hub.

default gateway The address configured in a computer’s IP address settings that is set to
the address of a router to which the computer can send all packets destined for other
networks.

default route An entry in a router’s routing table that tells a router where to send a packet
with a destination network address that can’t be found in the routing table.

full-duplex mode A communication mode in which a device can simultaneously transmit
and receive data on the same cable connection. Switches can operate in full-duplex mode
but hubs cannot.

half-duplex mode A communication mode in which a device can send or receive data but
cannot do both simultaneously. Hubs can only operate in half-duplex mode, whereas
switches can operate in both half-duplex and full-duplex modes.

hub A network device that performs the same function as a repeater but has several ports to
connect a number of devices. Sometimes called a multiport repeater. See also repeater.

network bandwidth The amount of data that can be transferred on a network during a
specific interval, usually measured in bits per second.

network interface card (NIC) A device that creates and mediates the connection between
a computer and the network medium.
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>

promiscuous mode An operational mode of a NIC in which all frames are read and
processed rather than only broadcast and unicast frames addressed to the NIC. Protocol
analyzer software sets a NIC to promiscuous mode so that all network frames can be read
and analyzed.

repeater A network device that takes incoming signals and regenerates, or repeats, them to
other parts of the network.

request to send (RTS) A signal used in wireless networks indicating that a computer has
data ready to send on the network.

router A device that enables multiple LANs to communicate with one another by
forwarding packets from one LAN to another. They also forward packets from one router to
another when LANS are separated by multiple routers. Routers have multiple interfaces and
each interface communicates with a LAN.

service set identifier (SSID) The name assigned to a wireless network so that wireless
clients can distinguish between wireless networks when more than one is detected.

switch A network device that reads the destination MAC address of incoming frames to
determine out which port to forward the frame.

switching table A table used by switches that contains MAC address and port pairs. The
table is used by the switch to determine which port to forward frames it receives to reach
the destination computer.

unicast frame A network message that is addressed to only one computer on the LAN.

uplink port A designated port on a hub or switch used to connect to another hub or switch
without using a crossover cable.

Technical Notes for Hands-On Projects

Hands-On Project 2-1: This project requires regular classroom computers or virtual machines

with a connection to the Internet, or the instructor can provide the Wireshark setup program
on a network share.

Hands-On Project 2-2: This project requires three computers (minimum) with Ethernet NICs

installed; 10/200 Mbps or 10/100/1000 NICs are preferable, but 10 Mbps NICs will also
work.

Hands-On Project 2-3: This project requires three computers (minimum) with Ethernet NICs

installed; 10/100 Mbps or 10/100/1000 NICs are preferable, but 10 Mbps NICs will also
work. Three patch cables and a 10/100 switch, although a single-speed switch or Gigabit
switch will also work.

Hands-On Project 2-4: This project requires three computers (minimum) with Ethernet NICs

installed; 10/200 Mbps or 10/100/1000 NICs are preferable, but 10 Mbps NICs will also
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work. Four patch cables and a crossover cable, 10/100 hubs with uplink switch, and a
10/100 switch.

Hands-On Project 2-5: This project requires two or more computers with 802.11 wireless NICs
installed. One wireless AP or wireless router configured with the service set identifier
(SSID, the name for a wireless network) “NetEss.” The 802.11 standard supported doesn’t
matter as long as the AP is compatible with the NICs. Windows 7 is the preferred OS, but
some steps can be changed to accommodate other OSs. The computers shouldn’t be
connected to a hub or switch.

Hands-On Project 2-6: This project requires a classroom computer; no other tools or equipment
are required. Windows 7 is the assumed OS, but this project can also be done in Windows
Vista or Windows XP.

Hands-On Project 2-7: This project requires three workstations, two hubs or switches, a router,
and five patch cables. The router can be the same router/AP you used for Hands-On Project
2-5. Assuming you’re using a typical home network router/AP such as a Linksys
WRT54GL, the router should be set up so that the WAN interface is assigned the address
192.168.2.1 with subnet mask 255.255.255.0, and the LAN interface is left as the default
192.168.1.1 address.

Hands-On Project 2-8: This project requires a classroom computer, access to the Internet, and a
valid DNS server.

Challenge Lab 2-1: This project requires a classroom computer with Wireshark installed; the IP
address of another classroom computer or device.

Challenge Lab 2-2: This project requires a computer with Wireshark installed; access to the
Internet.

Using Virtualization for Hands-On Projects

The following Hands-On Projects/Challenge Labs have been identified as those that
students can do using virtual machines rather than physical machines.

Hands-On Project 2-1
Hands-On Project 2-6
Hands-On Project 2-8
Challenge Lab 2-1
Challenge Lab 2-2
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