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Chapter 2

Access Control and Site Security

Name:

E-Mail:

Test Your Understanding

1. a) What are reusable passwords?
These are passwords that are used for a period of time or
indefinitely.
b) Why is password cracking over a network difficult to do?
Usually, password guessers are locked out after a few tries.

2. a) What are super accounts?
Supervisor accounts that have unlimited privileges or nearly
unlimited privileges.
b) What are the super accounts in UNIX, LINUX, Windows, and
NetWare?
UNIX and LINUX: root
Windows: Administrator
NetWare: Supervisor

¢) What is hacking root?
Gaining access using the super user account.

d) Why is hacking root by password cracking uncommon?
The super user password normally is well-protected

e) What-dees—su-de? What is elevating privileges?
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Logging in as an account with limited privileges and becoming
able to give commands that require higher-level privileges.

a) What is brute-force password guessing?
Trying all possible passwords until the correct one is found.

b) Why is password length important?

Longer passwords require many more attempts to crack them.
Adding a single character increases the average number of guesses
necessary by factors of 26 to about 80.

c) What is a dictionary attack?

The password cracker tries common words as the password.

d) Why are dictionary attacks fast compared to brute-force guessing?
Many users have common word passwords, and there are relatively
few common words, so dictionary guessing is very fast.

e) What are hybrid attacks?

Attacks that combine brute-force password guessing with
dictionary attacks. For instance, try common words followed by a
single digit.

a) What is a good policy for passwords?

Be at least 6 to 8 characters long.

Have at least one change of case, not at the beginning.
Have at least one digit, not at the end.

Have at least one other keyboard character, not at the end.
(Implicitly) Not be a common word or proper name.

b) How can programs like I0phtcrack be used to enforce policy?
It can determine if anyone is using a weak password.

¢) Why are password resets for lost passwords dangerous?

The person who claims to have lost his or her password may be an
impostor. If the help desk staff gives the impostor a new password,
the impostor will be in, and the true user will be locked out.

d) Why are they necessary?
Password loss is common.

e) How can the danger be reduced?
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By not giving out the password directly—say by calling the user’s
office telephone and leaving the reset password on the person’s
answering machine.

f) What do password duration policies specify? (This question is not in the
printed book.)

How long passwords may be reused.
g) Why are shared passwords bad? (This question is not in the printed
book.)

If several people share an account and password and one of them
conducts an attack from this account, it will be difficult or
impossible to determine who committed the attack. There is no
auditability.
a) What threat do encrypted password files reduce?
If the attacker steals the password file (/etc/passwd), he or she will
not be able to read the passwords without breaking the encryption.
b) When a user submits a password, how is it compared against the
encrypted password file?

The user’s submitted password is encrypted by the server; this
encrypted password is compared with the stored encrypted
password. If the two match, the user is authenticated.

c) If an encrypted password file is stolen, how can it be cracked?

Through brute-force password guessing.

a) Why are traditional UNIX /etc/passwd files dangerous?
Traditionally, they stored encrypted passwords. Anyone in the
system could read the file and therefore crack it.

b) How is this danger reduced?

Normally, actual passwords are not stored in the /etc/passwd file
but in a separate shadow password file that only root accounts can
read.

a) Compare LAN Manager passwords and Windows NT passwords.
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LAN Manager stored long passwords in 7-character chunks,
making cracking fairly easy. Also, LAN Manager passwords were
not case sensitive, reducing the number of attempts needed for
brute force cracking.

NT does not break up long passwords, so long passwords are
strong. NT also allowed case-sensitive passwords and other
protections. NT and later versions of Windows also have an option
for requiring strong passwords.

b) Why should LAN Manager passwords be disabled on Windows
servers?
So that users can not use weak LAN Manager passwords.

What is shoulder surfing?

Watching as someone types their user name and password in order
to steal the information or at least to get a few characters to aid in
recognition.

a) Why is it difficult to write a program that captures passwords as users
type them in?

In server operating systems and all versions of UNIX/LINUX, the
user password is stored in protected RAM accessible only to the
system.

b) How do Trojan horse password capture programs get around this
problem?

A Trojan horse password capture program puts up a fake login
screen after the true login. The information the user types is not
stored in the protected buffer.

a) Do logon passwords for consumer versions of Windows provide
security?
No. They are used so that different people can set up the Windows
environment differently.
b) How can users of consumer versions of Windows protect their
computers from people walking by and using them?
By adding a screen saver password.
By adding a BIOS password.

¢) Why are lost passwords a serious problem?
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The user cannot get into the system.
<If the password was lost in written form, of course, an adversary
may use it.>
d) Why is saving passwords dangerous?
An attacker taking over your system will have access to them.
e) Do logon passwords provide security for professional versions of
Windows?
Yes.

a) Describe the elements of building security.
Single points of entry.
Alarms and CCTV cameras on fire doors.
Security center to manage security devices.
Security on internal doors.
Data wiring security.

b) What is piggybacking?
When an authorized person opens a protected door and another
person follows that person through the door without authentication.
¢) How can piggybacking and similar problems be controlled?
Training employees not to allow piggybacking and punishing
offenders.
d) What is Dumpster diving?
Digging through Dumpsters to find tape and disk media and
perhaps useful paper information.
a) What are telecommunications closets, and why should they be
protected?

These are closets on each building floor that contain telephone and
data equipment, including switches and routers.

They should be protected because they have much of interest to
attackers who wish to do wiretapping.

Also, because something plugged into a switch or other device by
the hacker is not likely to be detected in these crowded and rarely
visited rooms.

b) How do conduits provide security against wiretapping?
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They are hard, so wiretappers would have to cut through them.
This would make them very visible.

c) What are server rooms, and why do they need special protection?
Server rooms hold multiple servers.
They need special protection because they are very valuable
targets.

a) Distinguish among mag stripe, smart, and token access cards.

Magnetic stripe cards hold authentication information on a
magnetic stripe.

Smart cards have microprocessors and can give out authentication
information selectively to different authentication devices.

Token access cards display constantly changing passwords.

b) Why is disabling lost access cards important?
So that finders or thieves cannot use them.

a) What is a PIN?
A Personal Identification Number is a short series of digits to be
entered into a numerical keypad.

b) Why can PINs be short—only about four digits—but passwords must

be much longer?
PIN entry is manual, which is slow, thus limiting the number of
attempts an attacker can make. In contrast, computerized password
attacks can try thousand or millions of passwords per second.

¢) What is two-factor authentication?
Combining two authentication methods, for instance a smart card
and a PIN.

a) What is biometric authentication?
Authentication based on bodily measurements and movement
patterns.

b) What is the major promise of biometrics?
To replace reusable passwords, which are dangerous.

a) Describe the enrollment process.
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Person is scanned.

Key features are extracted from the scan data.
These key features are stored in a template.
Template is placed in a template database.

b) Distinguish between scanning and processing.
Scanning is the initial collection of data, often in image form.
Processing extracts a few key features from the data and measures
them.

¢) What are key features?
These are a few characteristics of the scan that will be used in
authentication.

d) What is a template?
This is the information stored about a single subject.

e) What is access data?
Scanned data from an access attempt.

f) What are match indices, and how are they related to decision criteria?

Match indices measure the closeness of fit between scanned data
and a subject’s template.

If the match index is close enough, the subject will be
authenticated.
a) Distinguish between verification and identification.

Verification is authentication in which the applicant claims to be a
particular person.

Identification is authentication in which the applicant does not
claim to be a particular person; the applicant’s access data is
compared against all templates to determine the applicant’s
identity.

b) What is the advantage of verification compared to identification?
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In verification, only one template match is needed. The index
matching is likely to be very accurate.

In identification, there is the danger that the applicant will be
matched to someone because of inaccuracies in access data
collection or processing.

¢) When would you use verification?

Computer logins.

d) What is the advantage of identification compared to verification?
Claiming an identity can be unworkable, as in door access.

e) Under what circumstances would you use identification?
Door access or other conditions where claiming an identity would
be unworkable.

a) Distinguish between FARs and FRRs.

FAR is the false acceptance rate: the percentage of applicants
authenticated that are impostors.

FRR is the false rejection rate: the percentage of applicants who
are rejected when they should be accepted.

b) Why are FARs important?
False acceptances allow impostors in. This is very bad for security.

¢) Do FARs and FRRs vary by method?

Yes, very strongly. For example, iris scanning has a very low FAR
while fingerprint scanning has a higher FAR.

d) Why are FRRs important?

False rejections will make legitimate users angry. If FRRs are
significant, users may reject the system.

e) What does allowing multiple access attempts do?
Allowing multiple access attempts will reduce the FRR.

f) Are vendor claims about FARs and FRRs accurate?

No. They often are based on tests conducted under ideal conditions
and with a small number of templates.

a) Why is user acceptance important?
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If users are angered by a system, they can sabotage it or get
management to kill it.
b) What factors influence user acceptance?

FRRs that keep people out incorrectly are inconvenient and
frustrating

Difficulty of use will hurt acceptance
Unpleasant connotations, such as fingerprinting being used for
criminals.
a) What is the advantage of fingerprint recognition?
Inexpensive.

b) What are the disadvantages?
Not highly accurate.
Fairly easily fooled by impostors

c) What is the advantage of iris recognition?
Highly accurate

d) What are the disadvantages?
Difficult to use

e) What is the advantage of face recognition?
Can be used surreptitiously

f) Where is hand geometry recognition used?
Door access.

g) What is the advantage of voiceprint recognition?
Person can simply speak.

h) What are the disadvantages?
Inaccurate, easily fooled by impostors.

i) Compare and contrast keystroke and signature recognition.
Keystroke capture measures typing rhythms

Signature recognition measures shape, pressure, and rhythm of
signing with a pen.

a) What is the status of biometric standards in general?
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Very poor.

b) Why is this bad?
User organizations tend to get locked into proprietary vendor
solutions. This tends to be more costly than buying standardized
products and creates the danger that the entire system will have to
be replaced if the vendor goes out of business or stops supporting
the product line.

¢) What is the most difficult biometric standards problem?
Specifying user data, including key features and storage in the
template.

22.  a) Describe the key results of the Palm Beach International Airport study.

Only identified 50% of volunteers.
250 travelers were incorrectly singled out each week.

Recognition rate went down if added glasses or if the subject
looked away.

Small sample, high-quality photographs. In the real world, error
rate would have been higher.
b) Describe some key results of the c't research.

Tested 11 fingerprint recognition systems. Some could be fooled
by breathing on the sensor or placing a cold water bag on the
sensor to bring up the previous image.

Face recognition system was fooled by a movie on a notebook
compulter.
c) How effective were efforts to fool fingerprint scanners in Professor
Matsumoto’s study?
Fooled 11 fingerprint systems 80% of the time with a jell mold
finger—even if the fingerprint was taken from latent prints.
d) What is the revocation problem?
If a template is compromised, not accepting further attempts to
match to it.

e) Why is the revocation problem especially dangerous in biometric
access?
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Users cannot grow new limbs, so revocation is difficult to
impossible.

Systems must not assume revocability.

23.  What is drive-by hacking?

Linking to a wireless LAN from outside the customer’s premises.

24.  a) What is the main family of wireless LAN standards?
802.11

b) Why is a wired LAN still necessary?
Most LAN stations are clients, which must connect to servers that
are on the wired LAN
¢) What do access points do?
They control wireless stations
They bridge transmissions between the wired and wireless LANs
d) Compare maximum distances for normal users and for drive-by
hackers.

Drive-by hackers have sensitive antennas and can gain valuable
information even if they can read only some traffic. Therefore,
hackers can be effective at distances too far for normal user
stations. Maximum user station distances quoted by vendors
underestimate the reach of drive-by hackers.

e) What are handoffs?

When a wireless station shifts from one access point to another.

25.  a) Does spread spectrum transmission in 802.11 create security?

No. Spread spectrum transmission is done to reduce frequency-
dependent propagation difficulties.

The spread spectrum transmissions in 802.11 are easy to read.

b) What are SSIDs, and do they offer security?
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A Service Set Identifier (SSID) is a text string set on an access
point; stations must know to be SSID able to use the access point.

No, SSIDs usually do not give good security.

Most access points broadcast the SSID, so SSIDs normally
do not provide security.

Most SSIDs are left to the vendor’s default, which is well-
known by hackers.
a) What is the biggest problem with WEP?
The biggest problem is that WEP is not turned on be default and
usually is not turned on by users.
b) What key lengths are used with WEP?
40 bits and 104 bits (sometimes called 56 bits and 128 bits because
of 24-bit initialization vector)
c¢) How does WEP use shared passwords?
All stations using an access point normally have the same
key/password.
d) Why is this bad?

Sharing makes changing it difficult, so key changes are rare,
allowing attackers to collect a large enough data sample to crack
the encryption.

e) Are the fundamental security algorithms used in WEP safe?

No. They have been cracked. The 802.11 Working Group did an
amateurish job on security.

a) How are 802.1x and 802.11i related?
802.1x is for the application of EAP to LANS in general.
802.11i is for the application of 802.1x to 802.11 WLAN:S.

b) Describe 802.1x authentication with an 802.11 WLAN.

The access point passes authentication to an authentication server
that tells the access point to accept or not accept the station.

¢) Does 802.1x use shared keys?
No. It uses individual keys.

d) What is the weakest EAP authentication method?
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MD5 CHAP: Only authenticates client (not access point), uses a
shared secret key used by all clients serving the access point or
even the entire WLAN.

e) What does it authenticate?

Only the client.

f) What is the strongest EAP authentication method?
TLS with a client digital certificate is the strongest method.
g) What is the problem with TLS, and how does TTLS reduce this
problem?
TLS requires either no client authentication, which is bad security,
or a client digital certificate, which is complex to implement.
h) Has 802.11i been proven to be safe by cryptanalysts?
No.

i) Why was TKIP created?
As a stop-gap measure between WEP and full 802.11i

j) How does TKIP work?
It changes keys frequently to foil cryptanalysts.

28.  a) What does the wireless protected access standard require?
Phased implementation of TKIP, selected parts of 802.11i security,
and having security turned on by default.
b) Will existing 802.11 products have to be upgraded to WPA
compliance?
No. This means that legacy access points and wireless NICs will
remain uprotected.
¢) Who created the WPA standard?
The Wireless Fidelity Alliance, which certifies Wi-Fi
compatibility.
Thought Questions

1. The CSI/FBI survey we saw in Chapter 1 suggests that wiretapping is rare.
Should companies still be concerned with wiretapping? Explain.
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It does not deserve high-intensity effort, but it still occurs, and the
consequences can be very bad.

The best way to stop wiretapping would be to not connect wall
jacks to switch ports unless they are actually used. However, this
requires a great deal of administrative work.

<For example, one employee put a rogue (unauthorized)
access point above the ceiling panels in a conference room.
It was discovered when a wireless sniffer traced its general
location and the security staff member noticed wiring going
from the Ethernet wall jack to the ceiling.>

Reusable passwords offer poor security. What do you think is holding
back their replacement with other approaches?

They are easy to implement and work reasonably well in most
cases.

Other methods require major changes in technology and business
practices.
What topics would you put in a user awareness program for site security?
This is an open-ended question.
Horror stories
Social engineering attacks and how to handle them
Things not to do (install rogue access points, etc.)
Many airports are installing face recognition systems to identify terrorists
and criminals. Suppose the FAR is 5 percent. (A false acceptance is
accepting an innocent person as being a terrorist.) The FRR is about 30
percent. About one passenger in a million is a terrorist. Is this system

likely to be workable? Use calculations to support your answer. (Question
changed from that printed in the book.)
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Assume 3,000,000 passengers are scanned
Five percent would be singled out for closer scrutiny: 150,000!

Of the three terrorists in the group, only two would be singled out
for closer scrutiny.

With only two correct terrorist flaggings in 150,000 flaggings,
screeners are likely to be lax, and the cost in inconvenience for
innocent passengers probably would not be worth it.

Troubleshooting Questions

1.

Your company installs a face recognition system for door access. a) Its
FRR is much worse than the vendor’s claims. What problems might be
causing this?

Poor lighting, poor pictures used for the template, changes in facial
hair, adding glasses (especially sunglasses) etc. from the time the
template picture was taken.

Vendor understatement of FRRs

b) The system’s FRR increases over time. What might be causing this?

Changes in appearances of the people being identified.

c) Why is this system likely to be discontinued?

It will effectively lock some people out, creating user anger.
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